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Introduction

The JNO-363 Service Provider Routing and Switching Specialist (JNCIS-SP) certification is designed to validate a
candidate's intermediate-level knowledge of networking theory and Junos OS routing and switching functionality.
This certification represents a professional's ability to implement, monitor, and troubleshoot various service
provider technologies. In the modern IT landscape, this credential is essential for professionals tasked with
maintaining the stability and efficiency of large-scale carrier networks and advanced telecommunications
infrastructure.

About This Training / Certification

This certification assesses competencies related to the configuration and management of routing and switching
protocols within a service provider context. Positioned as an intermediate-level milestone, it serves as a bridge
between foundational networking knowledge and advanced architectural mastery. The certification typically fits
into a learning journey focused on mastering the Junos operating system, moving beyond basic device
connectivity toward the orchestration of complex, multi-protocol environments. It emphasizes the operational logic
required to manage traffic across high-capacity network backbones.

What We Offer (AAAdemy)

AAAdemy provides structured training resources designed to support certification preparation and skill
development across a wide range of IT domains. Our learning materials are built around clear knowledge
structures, practical study guidance, and exam-oriented practice to help learners progress with confidence.

We offer well-organized knowledge explanations that break down complex topics into clear, understandable
sections aligned with official exam objectives and real-world skill requirements. Each topic is designed to support
both conceptual understanding and practical application.

Our study plans and learning guidance help learners follow a logical progression, focusing on key concepts,
common pitfalls, and effective preparation strategies. This approach enables learners to study efficiently while
maintaining a clear view of their learning goals.

To reinforce understanding, AAAdemy also provides practice questions and exam-focused insights that reflect
typical certification scenarios. These resources are intended to help learners evaluate their readiness and
strengthen their confidence before taking an exam.

All content is designed for flexible, self-paced learning, allowing individuals to study independently or alongside
their existing professional or academic commitments.
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Knowledge Overview

The knowledge scope for this certification is strictly aligned with the service provider blueprint, focusing on deep
conceptual understanding across several specialized domains:

e Protocol-Independent Routing: Understanding routing tables, static and aggregate routes, and the logic
of routing instances.

e Open Shortest Path First (OSPF): Mastery of link-state routing logic, area types, and database
synchronization.

e Intermediate System to Intermediate System (I1S-IS): Comprehension of IS-IS hierarchies, levels, and
adjacency formation.

e Border Gateway Protocol (BGP): Conceptual grasp of path selection, attributes, and scaling
mechanisms for inter-domain routing.

e Layer 2 Bridging or VLANSs: Logic of transparent bridging, VLAN tagging, and virtualized switching
environments.

e Spanning-Tree Protocols: Understanding loop prevention mechanisms and topology stability in Layer 2
networks.

e Multiprotocol Label Switching (MPLS): Foundational knowledge of label-switched paths, signaling
protocols, and traffic forwarding.
IPv6: Implementation of next-generation addressing, neighbor discovery, and protocol integration.
Tunnels: Conceptualizing GRE and IP-in-IP encapsulation for logical point-to-point connectivity.
High Availability: Mechanisms for maintaining network uptime, including graceful restart and non-stop
routing.

Detailed Knowledge Explanation

JNO0-363 Border Gateway Protocol (BGP)

The Border Gateway Protocol (BGP) is the strategic path-vector protocol that underpins inter-autonomous
system communication across the global internet. Architecturally, BGP prioritizes policy enforcement and stability
over the rapid convergence metrics typical of interior gateway protocols. By operating over TCP port 179, BGP
ensures reliable delivery of routing updates between peers, leveraging the AS_PATH attribute to maintain a
loop-free topology across disparate administrative domains. This protocol provides the granular control
necessary to manage reachability and traffic engineering at a global scale.

1. BGP Message Types

BGP utilizes four primary message types to manage the lifecycle of a session, from initial handshake to
maintenance and termination:
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Open: Initiates the session. It negotiates essential parameters, including the AS number, BGP version,
and the Hold Timer.

Update: The central mechanism for route propagation. It advertises Network Layer Reachability
Information (NLRI) and path attributes while simultaneously handling the withdrawal of stale routes.
Keepalive: Sent at one-third of the Hold Timer interval to confirm the health of the peer and prevent
session expiration during periods of routing inactivity.

Notification: Triggered by fatal errors or manual shutdowns, this message provides diagnostic codes for
the termination and resets the session state.

2. BGP Attributes

BGP evaluates paths using a structured set of attributes that dictate how routes are propagated and selected:

Well-Known Mandatory: These must be present in every Update message. They include AS_PATH (for
loop detection), NEXT_HOP (defining the forwarding path), and ORIGIN (identifying the route source as
IGP, EGP, or Incomplete).

Optional Transitive: These may not be recognized by all speakers but must be passed to neighbors.
COMMUNITY tags are critical here, allowing for the grouping of routes to enforce policies like no-export
or no-advertise.

Optional Non-Transitive: These are ignored and dropped if not recognized. The Multi-Exit
Discriminator (MED) is a prime example, used to suggest a preferred ingress point into an AS; lower
values are preferred by the receiving neighbor.

3. BGP Route Selection Process

Junos OS employs a deterministic algorithm to select the active path. Note that while Cisco utilizes a local
"Weight" attribute, the Junos selection process effectively begins with Local Preference. The hierarchy is as
follows:

ONoOORLON =

Local Preference: Higher values are preferred within the local AS.

AS_PATH: Shorter paths (fewer AS hops) are preferred.

Origin: IGP is preferred over EGP, and both over Incomplete.

MED: Lower values are preferred between the same neighboring AS.

Neighbor Type: External BGP (eBGP) routes are preferred over Internal BGP (iBGP).
IGP Metric: Prefers the path with the lowest metric to the BGP next-hop.

Oldest Route: Prefers the most stable eBGP path to minimize flapping.

Router ID: The lowest RID serves as the final tiebreaker.

4. iBGP and eBGP

BGP behavior shifts based on the peer's administrative relationship:

eBGP: Connects different ASes. It assumes direct connectivity with a default TTL of 1.

iBGP: Operates within a single AS. To prevent loops, iBGP-learned routes are not advertised to other
iBGP peers. This necessitates a full-mesh topology or an alternative architecture like Route Reflectors to
ensure AS-wide reachability.
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5. BGP Route Reflectors (RR)

In large-scale iBGP deployments, the n(n-1)/2 scaling issue of full-mesh is mitigated by Route Reflectors. An RR
acts as a centralized hub that reflects routes between its clients, bypassing the standard iBGP propagation rules.
To prevent loops in reflected environments, the protocol utilizes the Cluster ID and Originator ID attributes.

6. BGP Communities

Communities are numerical tags (e.g., 65001 :100) used to trigger specific policy actions. Standard communities
include no-export (limiting routes to the local AS), local-AS (limiting to the sub-AS in confederations), and
no-advertise (preventing any further propagation).

7. BGP Configuration and Troubleshooting

Establishing a reliable BGP adjacency requires precise synchronization of the Finite State Machine (FSM).
Diagnostic workflows prioritize the validation of this state machine using show bgp neighbor.

7.1 BGP Session State Machine

Idle: The starting state; the router is waiting for a start event.
Connect/Active: The router is attempting a TCP handshake. If a session is "stuck in Active," it indicates a
connectivity failure, such as TCP port 179 being blocked by a firewall.

e OpenSent/OpenConfirm: Parameters are being negotiated. Failures here usually stem from AS number
mismatches or timer inconsistencies.

e Established: Adjacency is complete; NLRI exchange begins.

7.2 Common Routing Issues

Common failures include AS_PATH loops, where a router rejects its own AS number to prevent cycles, and
NEXT_HOP unreachability, where a route is valid in the BGP table but the protocol-independent routing table
cannot resolve the gateway, rendering the route hidden.

BGP's complexity demands robust High Availability mechanisms to maintain critical sessions and minimize the
impact of hardware or software transitions.

8. Border Gateway Protocol (BGP) Practice Question

Q1: Which BGP attribute indicates the origin of a route and can have values such as IGP, EGP, or Incomplete?
A. MED

B. ORIGIN

C. COMMUNITY

D. NEXT_HOP

Q2: Which of the following is a transitive optional BGP attribute used for route tagging and policy control?
A. ORIGIN
B. NEXT_HOP
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C. COMMUNITY
D. MED

Q3: Which BGP message is exchanged first when establishing a session between peers?
A. Keepalive

B. Notification

C. Update

D. Open

Q4: What is the default Time-to-Live (TTL) value for an eBGP session in Junos OS?
A. 64

B. 1

C. 255

D.0

Q5: What is the function of the BGP community value no-export?
A. Prevents the route from being advertised to any BGP peer

B. Advertises the route with higher MED

C. Prevents the route from being exported outside the local AS

D. Forces the route to be preferred in path selection

Q6: In the BGP best path selection process, which of the following attributes is evaluated first (most preferred)?
A. Local Preference

B. Weight

C. AS_PATH

D. MED

Q7: Which of the following statements about iBGP is TRUE?

A. iBGP requires route reflectors or a full mesh for route propagation
B. iBGP peers use TTL 1 and must be directly connected

C. iBGP uses static routes instead of BGP attributes

D. iBGP is used to connect multiple autonomous systems

Q8: Which BGP message type is responsible for advertising new routes or withdrawing old ones?
A. Open

B. Update

C. Keepalive

D. Notification

Q9: What is the purpose of a route reflector in an iBGP environment?
A. To allow the use of MED values across AS boundaries

B. To reduce the number of BGP sessions required in a full mesh

C. To redistribute static routes into BGP

D. To assign community values to eBGP-learned routes

Q10: Which attribute is used by BGP to prevent routing loops by listing all ASes that a route has traversed?
A. AS_PATH
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B. LOCAL_PREF
C. NEXT_HOP
D. ORIGIN

JNO0-363 High Availability

High Availability (HA) is the architectural discipline of ensuring network resilience through link, device, and
protocol-level redundancy. By minimizing single points of failure, HA mechanisms guarantee that traffic
forwarding remains uninterrupted during both unplanned outages and scheduled maintenance.

1. Redundancy Features

e Link Aggregation (LAG): Utilizes IEEE 802.3ad (LACP) to combine multiple physical links into a single
logical ae interface, providing increased bandwidth and link-level failover.

e Multi-Chassis LAG (MC-LAG): Extends LAG across two distinct physical chassis, providing device-level
redundancy. If one switch fails, the dual-homed device maintains connectivity via the remaining peer.

2. Protocol Resilience: GR, NSR, and NSB

e Graceful Restart (GR): Relies on "helper" neighbors to maintain the forwarding state while the local
control plane restarts. This creates a neighbor dependency for session preservation.

e Nonstop Routing (NSR): A superior mechanism that synchronizes protocol states internally between
dual Routing Engines (REs). The "So What?" of NSR is its independence: because the backup RE has a
mirrored state of BGP or OSPF, it can take over seamlessly without the neighbors even detecting a
restart.

e Nonstop Bridging (NSB): Performs similar synchronization for Layer 2 protocols like STP.

3. Bidirectional Forwarding Detection (BFD)

BFD is a low-overhead, protocol-independent mechanism for sub-second failure detection. While OSPF and BGP
have keepalive timers in the seconds, BFD can detect a path failure in milliseconds (e.g., a 300ms interval with a
multiplier of 3), triggering rapid reconvergence across different media.

4. Virtual Router Redundancy Protocol (VRRP)

VRRP provides a shared Virtual IP (VIP) for gateway redundancy, designating one router as the Master and
others as Backup.

4.1 VRRP: Preempt vs. No-Preempt Behavior
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Preemption forces a recovered higher-priority router to immediately reclaim the Master role. In some sensitive
environments, administrators use no-preempt to prevent role flapping, ensuring a stable (though perhaps less
optimal) path remains active until a manual transition occurs.

5. Unified In-Service Software Upgrade (ISSU)

ISSU facilitates zero-downtime OS upgrades. Prerequisites include dual REs, compatible Junos versions, and
the enablement of NSR to maintain protocol state throughout the upgrade workflow.

6. High Availability Architectures and Troubleshooting
6.1 Chassis Clusters

Chassis clustering (common in the SRX series) pairs two physical devices into a single logical entity. It
synchronizes both the control plane (configurations) and the data plane (session tables), allowing for
sub-second failover.

6.2 Troubleshooting HA Status

Architects compare Enterprise HA (typically VRRP and MC-LAG at the access/distribution layer) with Service
Provider HA (leveraging Chassis Clusters and MPLS Fast Reroute (FRR) for sub-50ms core recovery).
Verification requires commands like show chassis cluster statusand show vrrp, while BFD flapping
often indicates aggressive timers exceeding CPU capabilities.

Robust HA architectures provide the stability required to support modern protocols such as IPv6, which is
explored in the next section.

7. High Availability Practice Question

Q1: What is the primary benefit of using Graceful Restart (GR) in routing protocols?
A. It eliminates the need for redundant hardware

B. It allows for faster forwarding by reducing CPU usage

C. It minimizes routing disruption during control plane restarts

D. It encrypts routing advertisements for security

Q2: In a VRRP configuration, which router takes over if the Master fails?
A. The router with the highest MAC address

B. The router with the lowest priority value

C. The router with the highest priority among the backups

D. The router configured with preempt disabled

Q3: What is the function of the bfd-1iveness-detection feature on a Juniper router?
A. It detects forwarding failures independent of the routing protocol

B. It filters incoming BGP updates based on source IP

C. It performs DNS resolution for tunnel endpoints

D. It assigns cost metrics to LAG interfaces
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Q4: Which statement accurately describes Nonstop Routing (NSR)?

A. NSR allows protocol state to persist through internal synchronization
B. NSR depends on chassis cluster configurations

C. NSR requires assistance from neighbor routers to retain state

D. NSR uses backup routers to rebuild the routing table after a reboot

Q5: What is the purpose of MC-LAG in a High Availability design?
A. To provide inter-device link aggregation with device redundancy
B. To extend Layer 3 routing across VPNs

C. To create a single control plane for multiple devices

D. To connect GRE tunnels across multiple sites

Q6: Which configuration command enables VRRP on a Junos router?

A. set protocols vrrp group 1 virtual-address 192.168.1.1
B. set protocols ospf virtual-router enable

C. set chassis cluster redundancy-enable

D. set protocols bgp group 1 redundancy

Q7: What feature allows software upgrades without disrupting active network traffic?
A. ISSU

B. VRRP
C.NSB
D. BFD

Q8: In a chassis cluster, what is the role of the reth interface?
A. It provides remote logging services

B. It maps link aggregation groups to logical routers

C. It represents a redundant Ethernet interface for HA

D. It enables the backup control plane

Q9: What is the function of the preempt option in VRRP configuration?
A. Randomizes Master election priority

B. Allows higher-priority routers to reclaim Master role after recovery
C. Prevents backup routers from participating in elections

D. Forces Master to always resign after failover

Q10: Which protocol provides sub-second failure detection for OSPF?
A.NSB

B. ECMP

C. VRRP

D. BFD
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JNO-363 IPv6

The transition from IPv4 to IPv6 is driven by the depletion of the 32-bit address space and the requirement for
improved protocol efficiency. IPv6’s 128-bit architecture provides a massive address space and a simplified
header structure to enhance global scalability.

1. IPv6 Addressing and Representation

IPv6 uses hexadecimal representation. Zero compression (using : : once) and leading zero suppression
streamline the 128-bit addresses.

e Global Unicast: Publicly routable, typically starting with 2000 : : /3.

e Link-Local (FE80::/10): Automatically generated for single-link communication; essential for neighbor
discovery.

e Unique Local (FC00::/7): Private addresses for internal site use.

2. Neighbor Discovery Protocol (NDP)

NDP replaces ARP and utilizes ICMPv6. Router Advertisements (RA) and Router Solicitations (RS) enable
Stateless Address Autoconfiguration (SLAAC). Neighbor Solicitations (NS) and Neighbor Advertisements
(NA) handle MAC resolution and Duplicate Address Detection (DAD).

3. IPv6 Packet Header and Multicast

IPv6 employs a 40-byte fixed header, improving switching efficiency by removing the header checksum and
fragmentation fields. Broadcast is eliminated in favor of multicast (FF00::/8). Key addresses include FF02::1
(all-nodes) and FF02::2 (all-routers). IPv4 options are replaced by Extension Headers, which are only
processed by the destination node, and the TTL field is renamed to Hop Limit.

4. IPv6 Transition and Tunneling
4.1 Dual-Stack Environments

Dual-stack involves running family inet and family inet6 on the same interface, allowing a device to
communicate natively with both IPv4 and IPv6 hosts.

4.2 Tunneling Mechanisms

e 6to4d: Uses the 2002 : : /16 prefix to embed IPv4 addresses for transport across |IPv4 cores.
e ISATAP: Facilitates IPv6 connectivity within an IPv4 site.
e Teredo: Provides IPv6-over-IPv4 tunneling for hosts behind NAT.

5. IPv6 Routing and ICMPv6
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Routing is managed by OSPFv3 (which uses link-local addresses for adjacencies) and MP-BGP. ICMPV6 is
critical for Path MTU Discovery; since routers no longer fragment packets, the source must adjust packet sizes
based on ICMPv6 "Packet Too Big" messages.

IPv6’s integrated support in link-state protocols like 1S-IS makes it a natural fit for large-scale service provider
backbones.

6. IPv6 Practice Question

Q1: Which IPv6 address type is automatically assigned to every interface and used for communication within a
single link?

A. Global Unicast

B. Unique Local

C. Multicast

D. Link-Local

Q2: What is the purpose of Duplicate Address Detection (DAD) in IPv6?
A. To assign a public address from a DHCPV6 server

B. To verify that an IPv6 prefix is globally unique

C. To ensure that no two devices on a link use the same address

D. To configure default routes for IPv6 hosts

Q3: Which of the following is a valid compressed form of the IPv6 address
2001:0db8:0000:0000:0000:0000:0000:00017?

A. 2001:db8:0::1

B. 2001::db8::1

C. 2001:db8::0:1

D. 2001:0db8:0000::0001

Q4: In a dual-stack environment, what determines whether a host uses IPv4 or IPv6 for communication?
A. Default route preference

B. DNS suffix configuration

C. Availability of the destination protocol

D. Interface speed

Q5: What is the primary function of the IPv6 Neighbor Discovery Protocol (NDP)?
A. Establish TCP connections between routers

B. Translate IPv6 to IPv4 for backward compatibility

C. Handle address resolution and router discovery

D. Assign MAC addresses to IPv6 nodes

Q6: Which prefix is used for IPv6 Unique Local Addresses (ULA)?
A. FE80::/10

B. FC00::/7

C. 2001::/32

D. FECO::/10
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Q7: Which IPv6 transition mechanism is designed to allow IPv6 connectivity for devices behind NAT?
A. 6to4

B. GRE

C. ISATAP

D. Teredo

Q8: Which command in Junos OS displays IPv6 neighbors, similar to the ARP table in IPv4?
A. show interfaces terse

B. show ipv6é neighbors

C.show arp | match inet6

D. show route inet6.0

Q9: What does the prefix 2002 : : /16 represent in IPv6?
A. Teredo tunneling

B. Unique Local Addresses

C. 6to4 tunneling

D. Link-local scope

Q10: Which IPv6 configuration enables both IPv4 and IPv6 on the same interface?
A.set interfaces ge-0/6/1 unit @ family inet6 only

B. set interfaces ge-0/6/1 family dual

C.set interfaces ge-0/60/1 unit © family inet and family inet6
D. set protocols router-advertisement dual-stack

JNO0-363 Intermediate System to Intermediate System (IS-IS)
IS-IS is a Layer 2 link-state protocol that operates directly over the data link layer, making it independent of the IP

protocol suite. Its modularity and scalability make it the preferred Interior Gateway Protocol (IGP) for service
provider cores and large-stack IPv4/IPv6 environments.

1. Hierarchical Levels

IS-IS utilizes a two-level hierarchy: Level 1 for intra-area routing and Level 2 for inter-area/backbone routing.
Level 1-2 routers bridge these domains, maintaining separate Link-State Databases (LSDB) for each level.

2. Protocol Data Units (PDUs) and TLVs

IS-IS communicates via LSPs (topology data), CSNPs (full database summaries), and PSNPs (requests for
specific updates). The protocol’s flexibility comes from its Type-Length-Value (TLV) structure. Key TLVs include
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TLV 1 (Area Address), TLV 2 (IS Neighbors), TLV 128 (IPv4 prefixes), and TLV 135 (IPv6 prefixes), which allow
IS-IS to carry diverse data without protocol overhauls.

3. IS-IS Addressing: NSAP and NET

Identification relies on the Network Entity Title (NET). A NET consists of an Area ID, a 6-byte System ID (the
unique router identifier), and an N-selector (always 06 for the device itself).

4. Metrics and Wide Metrics

Standard metrics are limited to a value of 63, which is insufficient for modern Traffic Engineering. Wide Metrics
expand this range to 24 bits (16.7 million), allowing for granular path control and supporting MPLS-TE
requirements.

5. Neighbor Formation and Authentication

Adjacencies transition through Down, Init, and Up states via Hello PDUs (IIHs). Adjacency failures typically
result from MTU mismatches or Area ID conflicts. Control plane security is enforced via MD5 authentication
within the PDUs. Adjacency status is verified using show isis adjacency.

IS-IS provides the foundational reachability for the network, including the Layer 2 segments upon which all IP
communication is built.

6. Intermediate System to Intermediate System (IS-IS) Practice Question

Q1: Which TLV identifies the area a router belongs to in IS-1S?
A.TLV 128

B. TLV 1

C.TLV 2

D. TLV 135

Q2: What does the NET address represent in IS-1S?

A. A structured identifier including area ID and system ID
B. A VLAN ID used to forward PDUs

C. A router's OSPF router ID in dotted-decimal format

D. The unique IP address of a loopback interface

Q3: Which of the following best describes a Complete Sequence Number PDU (CSNP)?
A. It prevents Level 1 routers from sending updates to Level 2 routers.

B. It carries IPv4 and IPv6 routing prefixes.

C. ltis used to establish adjacency between routers.

D. It summarizes all LSPs in the database and helps maintain synchronization.

Q4: What is the default range for narrow (legacy) IS-IS metrics?
A. 0-63
B. 0-100
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C. 0-255

D. 0-15

Q5: What is the primary function of a Level 1-2 router in an I1S-IS network?
A. It routes between areas and maintains separate databases for each level.
B. It maintains a single routing database for both levels.

C. It converts IS-IS packets into OSPF-compatible format.

D. It performs NAT translation between Level 1 and Level 2 domains.

Q6: Which of the following TLVs is used to advertise IPv6 routes in I1S-IS?
A.TLV 2

B. TLV 128

C.TLV 1

D. TLV 135

Q7: In IS-IS, which PDU type is used to request missing or outdated LSPs?
A. Hello PDU

B. IIH

C. PSNP

D. CSNP

Q8: Which statement correctly describes how IS-IS operates at the OSI model level?
A. IS-IS operates at Layer 4 and uses TCP for reliable transport.

B. IS-IS operates at the network layer (Layer 3) and uses IP for transport.

C. IS-IS operates at the data link layer (Layer 2) and does not rely on IP.

D. IS-IS operates at the application layer (Layer 7) using HTTP for PDUs.

Q9: How are IPv6 routes advertised in an I1S-IS dual-stack environment?
A. With IS-IS type 3 LSAs

B. Through separate 1S-IS processes for IPv4 and IPv6

C. Using BGP redistribution into 1S-IS

D. Using TLV 135 in the same IS-IS instance

Q10: What is the purpose of the set protocols isis level 1 wide-metrics-only command in Junos
0S?

A. To disable TLV advertisements in Level 1 areas

B. To limit IS-IS to IPv4-only routes

C. To prevent Level 2 LSP flooding

D. To enable wide metric support for more granular route selection

JNO0-363 Layer 2 Bridging or VLANs
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VLANS provide the logical segmentation necessary to divide a physical network into multiple broadcast domains,
enhancing security and isolating traffic according to functional requirements.

1. VLAN Basics and Tagging

The IEEE 802.1Q standard defines VLAN tagging. Access ports handle untagged traffic for a single VLAN, while
trunk ports use a 4-byte tag to multiplex traffic for multiple VLANs over a single physical link.

2. MAC Address Learning

Switches populate a MAC address table by inspecting the source MAC of incoming frames. If a destination MAC
is unknown, the switch floods the frame to all ports within that VLAN, ensuring the frame reaches its intended
destination.

3. Advanced VLAN Features
3.1 Q-in-Q (Provider Bridging)

Q-in-Q encapsulates a customer's VLAN (C-VLAN) within a service provider's VLAN (S-VLAN). This allows the
provider to transport customer traffic transparently without coordinating VLAN IDs.

3.2 Private VLANs (PVLANS)

PVLANSs offer intra-VLAN isolation. Isolated VLANs prevent hosts from communicating with anyone but the
gateway, while Community VLANs allow communication only within a specific subgroup. All sub-VLANSs reside
within a Primary VLAN.

4. VLAN Types and L3 Interaction

While Static VLANs are port-based, Dynamic VLANs can be assigned via MAC address. Inter-VLAN
communication requires a Layer 3 transition, typically performed by a Switched Virtual Interface (SVI)—known
in Junos as an irb interface.

These Layer 2 segments are often transported across modern cores using the high-performance label switching
of MPLS.

5. Layer 2 Bridging or VLANs Practice Question

Q1: What is the function of the MAC address table in a Layer 2 switch?

A. It maps IP addresses to MAC addresses for ARP resolution

B. It stores source MAC addresses and associated ports for forwarding decisions
C. It maintains routing protocols' adjacency information

D. It maps VLANSs to IP subnets

Q2: Which configuration allows a port to carry traffic from multiple VLANs in Junos OS?
A.vlan-id 1
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B. interface-mode trunk

C. interface-mode access
D. encapsulation ppp

Q3: Which command would you use to verify the MAC address table on a Juniper EX switch?
A. show arp

B. show route forwarding-table
C. show interfaces terse
D. show ethernet-switching table

Q4: What type of VLAN allows untagged traffic to pass through a trunk port?
A. Native VLAN

B. Voice VLAN

C. Default VLAN

D. Management VLAN

Q5: Which IEEE standard is used for VLAN tagging on Ethernet frames?
A. IEEE 802.3

B. IEEE 802.11

C. IEEE 802.1D

D. IEEE 802.1Q

Q6: Which of the following is a benefit of using private VLANs (PVLANs)?
A. They reduce trunk bandwidth usage

B. They allow VLANs to span across routing domains

C. They offer traffic isolation within the same VLAN

D. They provide Layer 3 segmentation within a switch

Q7: Which command in Junos OS assigns VLAN 10 to an access port?
A.set interfaces ge-0/0/1 unit @ family ethernet-switching interface-mode access
B. set interfaces ge-0/0/1 unit @ vlan-id 10

C.set interfaces ge-0/0/1 unit © family inet address 192.168.1.1/24
D. set interfaces ge-0/0/1 interface-mode trunk vlan-id 10

Q8: What is a common security recommendation for handling unused switch ports?
A. Leave them in trunk mode with VLAN 1

B. Assign them to an isolated VLAN and disable them

C. Enable dynamic VLAN assignment

D. Leave them unconfigured to reduce CPU usage

Q9: What is the role of the outer VLAN tag added by the service provider in a Q-in-Q setup?
A. It identifies the customer's MAC address

B. It assigns a native VLAN to untagged frames

C. It encapsulates customer VLANSs for isolation over the provider network

D. It translates Layer 2 to Layer 3 addresses
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Q10: Which of the following best describes an access port in a VLAN configuration?
A. A port assigned to a single VLAN, carrying untagged traffic

B. A port reserved for native VLAN ftraffic only

C. A port used for routing between VLANSs

D. A port that carries traffic for multiple VLANs using tagging

JNO0-363 Multiprotocol Label Switching (MPLS)

MPLS is a high-performance forwarding technology that directs traffic based on 20-bit labels instead of
performing exhaustive IP header lookups at every hop. This architecture enables the creation of virtualized
services and efficient traffic engineering.

1. MPLS Basics and Label Stacking

MPLS operates between Layer 2 and Layer 3. It supports a label stack, where the top label handles transport
across the core and the bottom label identifies the specific service (such as a VPN instance), enabling
hierarchical routing.

2. Label Distribution Protocols
e LDP: A simple protocol that builds LSPs based on the shortest path derived from the IGP (OSPF or
IS-1S).

e RSVP-TE: A sophisticated signaling protocol that supports Traffic Engineering, allowing for explicit path
constraints and bandwidth reservations.

3. Control Plane vs. Data Plane

The Control Plane (LDP/RSVP) is responsible for the signaling and distribution of labels. The Data Plane
involves the actual forwarding of labeled packets via the Label Forwarding Information Base (LFIB).

4. MPLS Applications

Architects deploy MPLS for L3VPNs (using VRFs for multi-tenancy), L2VPNs (such as VPLS), and Segment
Routing, which simplifies the control plane by encoding the path directly into the packet header.

5. LSP Types and Troubleshooting

Static LSPs are manually defined, while Dynamic LSPs adjust to topology changes. Verification of the
label-switched path is performed using show mpls lsp and ping mpls.
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MPLS signaling relies on an underlying IGP like OSPF to provide the necessary reachability for the Loopback
addresses used as LSP endpoints.

6. Multiprotocol Label Switching (MPLS) Practice Question

Q1: What is the function of an MPLS label in packet forwarding?
A. It identifies the next-hop IP address

B. It carries VLAN tagging information

C. It allows routers to forward packets without IP header lookup
D. It is used to authenticate packets in transit

Q2: Which protocol is commonly used in MPLS networks to distribute labels dynamically based on IGP routes?
A. RSVP

B. LDP

C. OSPF

D. BGP

Q3: What is a characteristic of RSVP-TE that distinguishes it from LDP?
A. It assigns labels based on shortest path

B. It supports multicast routing

C. It reserves bandwidth and supports traffic engineering

D. It operates at Layer 1 of the OSI model

Q4: In an MPLS VPN environment, what technology is used to separate customer routing tables?
A. VRF

B. LDP

C. VLAN

D. RSVP

Q5: Which command is used in Junos OS to verify active MPLS LSPs?
A. show 1dp neighbor

B. show mpls 1sp

C. show route forwarding-table

D. show interfaces terse

Q6: What is the primary role of an Ingress LSR in MPLS?
A. Forward traffic based on label

B. Assign the first MPLS label to packets

C. Remove labels and perform IP lookup

D. Translate MAC addresses to labels

Q7: Which MPLS application provides Layer 2 connectivity over a provider network?
A. Layer 3 VPN

B. Segment Routing

C. VPLS

D. RSVP-TE
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Q8: What is the typical transport address used by LDP for session establishment?
A. Loopback address

B. Default gateway

C. Broadcast address

D. Anycast address

Q9: Which command displays MPLS label bindings in Junos OS?
A. show mpls label-table

B. show route protocol bgp

C. show ospf neighbor

D. show rsvp session

Q10: What is one benefit of using Segment Routing with MPLS?
A. It eliminates the need for IP addressing

B. It uses MAC addresses to switch packets

C. It removes the need for label stacking

D. It reduces reliance on signaling protocols like LDP and RSVP

JNO0-363 Open Shortest Path First (OSPF)

OSPF is a link-state Interior Gateway Protocol (IGP) that uses the Dijkstra SPF algorithm to ensure a loop-free,
shortest-path topology. Its area-based hierarchy is designed to scale by limiting the scope of Link-State

Advertisement (LSA) flooding.

1. OSPF Area Types

Area 0 (Backbone): The transit hub for all inter-area traffic.

Stub/Totally Stubby Areas: Minimize routing table size by blocking external/inter-area routes and using

a default route.

e NSSA: Allows an ASBR to inject external routes using Type 7 LSAs, which are translated to Type 5

LSAs by the Area Border Router (ABR) when entering Area 0.

2. Neighbor Adjacency and Router Roles

Routers progress from Down to Full states. On multi-access segments, a DR and BDR are elected. ABRs
connect different areas, while ASBRs redistribute routes from external sources into the OSPF domain.

3. Link-State Advertisements (LSAs)

e Type 1/2: Intra-area topology.
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e Type 3: Summary routes between areas.
e Type 4/5: External routing information.
e Type 7: External routes specific to NSSAs.

4. Path Selection and Route Types

Selection is based on Cost (Reference Bandwidth / Interface Bandwidth). Junos labels OSPF routes as O
(Intra-area), O IA (Inter-area), or E1/E2 (External), with Intra-area always taking precedence.

These routing decisions are influenced by protocol-independent features that determine how the routing engine
prioritizes various information sources.

5. Open Shortest Path First (OSPF) Practice Question

Q1: What is the purpose of configuring a virtual link in OSPF?
A. To summarize inter-area routes between NSSAs

B. To enable DR/BDR election on point-to-point links

C. To connect a non-contiguous area to the backbone

D. To connect an ABR to an ASBR

Q2: Which formula is used by OSPF to calculate the cost of an interface?
A. Cost = Interface Bandwidth / Reference Bandwidth

B. Cost = Interface Delay x Metric Multiplier

C. Cost = Reference Bandwidth / Interface Bandwidth

D. Cost = Reference Bandwidth x Interface Bandwidth

Q3: In OSPF, which router type is responsible for generating Type 2 LSAs?
A.DR

B. ASBR

C. ABR

D. BDR

Q4: Which OSPF neighbor state indicates that bi-directional communication has been established, but database
synchronization has not yet occurred?

A. Down

B. Init

C. 2-Way

D. Full

Q5: Which OSPF area type allows external routes to be injected using Type 7 LSAs but suppresses Type 5
LSAs?

A. Totally Stubby Area

B. Not-So-Stubby Area (NSSA)
C. Stub Area

D. Backbone Area



AAAdemy | https://www.aaademy.com

Q6: What command in Junos OS sets the OSPF cost metric for interface ge-0/6/1 in Area 0?
A. set protocols ospf cost 10 ge-0/6/1

B. set interfaces ge-0/0/1 ospf-metric 10

C.set protocols ospf area 0.0.0.0 interface ge-0/0/1 metric 10

D. set protocols ospf area 6 interface ge-0/0/1 cost 10

Q7: Which OSPF area type suppresses both external routes and inter-area routes, allowing only a default route
to be advertised?

A. NSSA

B. Totally Stubby Area
C. Stub Area

D. Backbone Area

Q8: What is the default OSPF Hello and Dead interval on Ethernet interfaces in Junos OS?
A. 5 seconds / 15 seconds

B. 10 seconds / 40 seconds

C. 30 seconds / 120 seconds

D. 3 seconds / 12 seconds

Q9: In OSPF, what is the role of an ABR?

A. It connects two or more OSPF areas and generates Type 3 and Type 4 LSAs
B. It forwards Type 5 LSAs from the ASBR

C. It redistributes external routes into OSPF

D. It participates only in the backbone area

Q10: Which OSPF LSA type is generated by an ASBR to advertise external routes into the OSPF domain?
A. Type 3

B. Type 5
C. Type 7
D. Type 4

JNO0-363 Protocol-Independent Routing

Protocol-independent routing features are the foundational logic of the Junos Routing Engine, providing the rules
for route selection and table management regardless of the dynamic protocol in use.

1. Route Preference (Administrative Distance)
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When multiple protocols provide a path to the same destination, Junos selects the route with the lowest
preference value. Default values include Direct (0), Static (5), OSPF Internal (10), IS-IS (15/18), and BGP
(170).

2. Routing Table (RIB) vs. Forwarding Table (FIB)

The RIB (inet.0) is the master database containing all candidate routes. The FIB is the hardware-optimized
subset of the best routes pushed to the Packet Forwarding Engine (PFE) for line-rate switching.

3. Static and Aggregate Routing

Static routes provide manual path control. Aggregate routes summarize specific prefixes into a single entry,
reducing the RIB size and mitigating the impact of route flapping in the core.

4. Routing Instances and Filter-Based Forwarding (FBF)

Routing Instances (like VRFs) allow for isolated routing tables on a single chassis. FBF allows the switch to
override destination-based routing, forwarding traffic based on source IP or protocol type into specific routing
instances.

These routing decisions must account for Layer 2 loops, which are managed by Spanning-Tree Protocols.

5. Protocol-Independent Routing Practice Question

Q1: Which type of load balancing is most commonly used in Junos OS to avoid TCP session disruption?
A. Per-packet load balancing

B. Round-robin load balancing

C. Per-flow load balancing

D. Static load balancing

Q2: What is the function of the command set routing-options martians 10.0.0.0/8 exact
reject?

A. It marks 10.0.0.0/8 as a martian address and rejects matching traffic.

B. It allows routing to the 10.0.0.0/8 range via BGP.

C. It enables dynamic address allocation for internal routing.

D. It aggregates all internal subnets within 10.0.0.0/8.

Q3: What is the default route preference value for static routes in Junos OS?
A.0

B. 10

C.170

D.5

Q4: Which command correctly configures a static route to reach 192.168.10.0/24 via the next-hop
10.1.1.17

A. set interfaces static route 192.168.10.06/24 via 10.1.1.1
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B. set protocols static route 192.168.10.0/24 next-hop 10.1.1.1

C. set routing-options static route 192.168.10.0/24 next-hop 10.1.1.1
D. set route static 192.168.10.0/24 gateway 10.1.1.1

Q5: Which scenario would most likely require the use of a generated route?
A. To forward traffic based on TCP port number

B. To summarize existing routes only if they are present

C. To distribute traffic across equal-cost paths

D. To advertise a loopback address through OSPF

Q6: What is the purpose of configuring martian addresses in Junos OS?
A. To summarize multiple prefixes into a single route

B. To redirect default routes to a static next-hop

C. To prevent traffic to/from reserved or invalid IP ranges

D. To enable route redistribution between instances

Q7: Which of the following best describes a generated route in Junos OS?
A. A static route with dynamic next-hop selection

B. A BGP route redistributed from another routing table

C. A route that exists only when contributing routes are present

D. A route that advertises all interfaces regardless of configuration

Q8: In a scenario with multiple routing instances on a Juniper device, what is the purpose of using a VRF?
A. To create separate routing tables for different customers or services

B. To advertise BGP routes as static summaries

C. To improve redundancy by enabling per-packet load balancing

D. To assign multiple interfaces to a common static route

Q9: Which command set enables filter-based forwarding (FBF) to direct traffic from a specific source subnet into
a routing instance?

A. set routing-options instance-type vrf

B. set routing-options static route 192.168.0.0/16 next-hop 10.6.0.1

C.set firewall family inet filter my-filter term 1 from source-address
192.168.1.0/24

set firewall family inet filter my-filter term 1 then routing-instance ISP-A
set interfaces ge-0/0/1 unit @ family inet filter input my-filter

D. set routing-options martians 192.168.1.0/24 exact accept

Q10: Which of the following statements accurately describes route aggregation?
A. It redistributes learned routes between different routing protocols

B. It summarizes multiple specific routes into one larger prefix

C. It filters out static routes from BGP advertisements

D. It assigns backup next-hops to improve convergence time
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JNO0-363 Spanning-Tree Protocols

Spanning-Tree Protocol (STP) prevents Layer 2 loops and broadcast storms by disabling redundant paths while
maintaining them as hot-standbys for failover.

1. STP Variants and Convergence

e 802.1D: The legacy standard with slow convergence.

e 802.1w (RSTP): The modern standard that achieves sub-second convergence by bypassing
listening/learning states through a proposal-agreement handshake.

e 802.1s (MSTP): Maps multiple VLANSs to specific STP instances to optimize CPU and memory.

2. Bridge ID and Port Roles

The Root Bridge is elected based on the lowest Bridge ID (Priority + MAC). Ports are assigned roles: Root
(path to root), Designated (forwarding), and Alternate/Blocked (loop prevention).

3. Advanced STP Security and Stability

PortFast (Edge Port) allows access ports to transition immediately to forwarding. BPDU Guard shuts down
edge ports if a BPDU is detected, while Root Guard and Loop Guard protect the topology from unauthorized
bridge elections or unidirectional link failures.

Stable Layer 2/3 foundations support the deployment of Tunnels, which wrap packets for transport across
disparate networks.

4. Spanning-Tree Protocols Practice Question

Q1: Which of the following actions is performed by Loop Guard in STP?
A. Disables a port that receives BPDUs on an edge port

B. Sends periodic TCN BPDUs to the Root Bridge

C. Blocks a port that stops receiving BPDUs to prevent loops

D. Forces the switch to become the Root Bridge

Q2: What is the purpose of the “edge” configuration on an RSTP interface in Junos OS?
A. It enables root guard on that port

B. It blocks untagged frames

C. It disables BPDU transmission

D. It transitions the port immediately to forwarding

Q3: Which command enables BPDU Guard globally in Junos OS with RSTP?
A. set protocols rstp bpdu-guard



AAAdemy | https://www.aaademy.com

B. set protocols stp bpdu-guard
C. set protocols rstp edge-port
D. set protocols stp guard enable

Q4: Which STP port role is selected to forward traffic for a specific network segment?
A. Alternate Port

B. Designated Port

C. Root Port

D. Blocked Port

Q5: What is the default Bridge Priority value used in STP when not manually configured?
A. 32768

B.0

C. 4096

D. 65535

Q6: Which STP version supports mapping multiple VLANSs to a single spanning-tree instance?
A. MSTP (802.1s)

B. STP (802.1D)

C. RSTP (802.1w)

D. VSTP (Junos-specific)

Q7: Which port role exists only in RSTP and provides backup connectivity if the Root Port fails?
A. Blocked Port

B. Edge Port

C. Designated Port

D. Alternate Port

Q8: Which field in a BPDU identifies the current Root Bridge in the spanning-tree topology?
A. Root Bridge ID

B. Port Role

C. Root Path Cost

D. Sender Bridge ID

Q9: What condition causes STP to initiate a topology change?
A. When a BPDU is received from a non-designated bridge
B. When the Root Bridge sends Hello BPDUs

C. When a link fails or a new switch is introduced

D. When a port changes from forwarding to listening

Q10: What is the default value for the STP Hello Timer?
A. 1 second

B. 2 seconds

C. 10 seconds

D. 15 seconds
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JNO0-363 Tunnels

Tunnels utilize encapsulation to bridge incompatible networks or add security layers by wrapping original packets
in additional headers.

1. GRE and IPsec Tunnels

GRE provides multiprotocol flexibility and supports multicast but lacks security. IPsec provides robust encryption
and authentication. Architects frequently run GRE over IPsec to combine GRE's multicast support with IPsec's
data privacy.

2. Virtual Tunnel Interfaces (VTI) and DMVPN

VTls provide a routable logical interface for IPsec, simplifying dynamic routing. DMVPN leverages multipoint
GRE (mGRE) to allow spokes to establish dynamic, direct tunnels with each other, bypassing the hub for data
plane traffic.

3. Tunneling Considerations: MTU and Fragmentation

Encapsulation adds overhead: 24 bytes for GRE and approximately 52 bytes for IPsec. To prevent
fragmentation, architects implement Path MTU Discovery and typically set the tunnel MTU to 1400 bytes.

4. Tunnel Behavior and Troubleshooting

Tunnel interfaces are logical and do not inherently track physical link status. Troubleshooting requires verifying
that the source/destination IPs are reachable and that IKE/IPsec security associations are active.
Misconfigurations often involve MTU mismatches or unreachable source addresses.

In summary, the technologies covered in the JN0-363 curriculum—from the policy-driven complexity of BGP to
the high-speed forwarding of MPLS and the resilient foundations of High Availability—form a cohesive framework
for modern, scalable, and secure enterprise network architectures.

5. Tunnels Practice Question

Q1: What is a key difference between GRE and IPsec tunnels?
A. GRE provides encryption and authentication

B. GRE supports multicast traffic while IPsec does not

C. IPsec uses ICMP instead of IP encapsulation

D. IPsec does not require any routing configuration

Q2: Which protocol is responsible for establishing security associations in an IPsec VPN?
A. GRE



AAAdemy | https://www.aaademy.com
B. ESP

C. IKE
D. AH

Q3: Which of the following addresses is typically used in a 6to4 tunnel configuration?
A. 2002::/16

B. FE80::/10

C. FCO00::/7

D. FF00::/8

Q4: Which tunnel type provides both encryption and support for dynamic routing protocols with minimal
configuration overhead?

A. GRE

B. 6to4

C. VTI

D. Teredo

Q5: What is the purpose of setting the MTU on a tunnel interface?
A. To prioritize tunnel traffic over native traffic

B. To match IP header size with GRE encapsulation

C. To avoid fragmentation caused by encapsulation overhead

D. To disable Path MTU Discovery

Q6: Which command verifies that a GRE tunnel interface is operational in Junos OS?
A. show route protocol gre

B. show security ike status

C. show interfaces terse | match gr-

D. show ospf neighbor

Q7: Which combination is used to build a secure tunnel that supports multicast traffic?
A. GRE over ESP

B. ESP only

C. IPsec with NAT

D. 6to4 tunnel

Q8: What is a benefit of Dynamic Multipoint VPN (DMVPN) compared to traditional IPsec?
A. It removes the need for encryption

B. It avoids tunneling overhead entirely

C. It allows dynamic spoke-to-spoke tunnels

D. It eliminates the need for routing protocols

Q9: Which firewall configuration secures access to a tunnel endpoint in Junos OS?

A. set security nat destination

B.set firewall family inet filter TUNNEL term 1 from source-address
C.set protocols ospf area 0.0.0.0

D. set security zone untrust interfaces st0.0
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Q10: What is the role of the st0 interface in Junos when configuring IPsec VPNs?
A. It acts as a GRE transport endpoint

B. It serves as the logical interface bound to IPsec

C. It is used to assign NAT rules

D. It replaces the default gateway

Learning Path & Study Advice

The suggested learning progression begins with solidifying the fundamentals of protocol-independent routing
before advancing to interior gateway protocols (OSPF and 1S-1S). Candidates should then focus on the
relationship between BGP and MPLS, as these form the core of service provider operations. Study efforts should
emphasize the logic of the Junos control plane and how different Layer 2 and Layer 3 protocols interact to
maintain network stability. Concept clarity regarding packet flow, tunnel encapsulation, and high-availability states
is critical for practical comprehension.

Who This PDF Is For

This document is intended for network engineers, administrators, and technical support personnel operating
within service provider or large-scale enterprise environments. It is designed for individuals who have already
attained foundational networking skills and seek to specialize in the complex protocols used in
telecommunications and ISP infrastructures. The content serves as a professional reference for those
responsible for deploying and maintaining high-availability, multi-protocol networks.

Call To Action

This document provides an overview of structured learning and certification preparation approaches. For learners
seeking clear knowledge organization, guided study planning, and exam-focused practice resources, AAAdemy
offers a comprehensive platform to support independent and effective learning.

Explore additional training materials, study guidance, and practice resources at:

Juniper JN0-363 JNCIS-SP Service Provider Routing and Switching Specialist Certification Training Courses -
AAAdemy

Online Flashcards (Quizlet):


https://www.aaademy.com/JNCIS-SP/JN0-363.html
https://www.aaademy.com/JNCIS-SP/JN0-363.html

AAAdemy | https://www.aaademy.com
https://quizlet.com/user/AAAdemy/folders/in0-363-service-provider-routing-and-switching-specialist?i=6zfa5t&x=1

xqt

Attachment : Answers by Knowledge Point

Protocol-Independent Routing Practice Question

A1: Answer: C

Explanation: Per-flow load balancing is the default in Junos OS and ensures that packets from the same session
follow the same path, preserving session integrity.

A2: Answer: A
Explanation: Martian addresses are invalid or reserved addresses. The command explicitly rejects packets
to/from this address range.

A3: Answer: D
Explanation: Junos assigns a default preference of 5 to static routes. Lower values indicate higher preference
when multiple routes exist.

A4: Answer: C
Explanation: Static routes are configured under the routing-options hierarchy in Junos OS, using the
next-hop keyword.

AS5: Answer: B
Explanation: Generated routes are conditional summary routes that depend on the presence of more specific
routes in the routing table.

AG6: Answer: C
Explanation: Martian addresses are used to block reserved or invalid IP ranges that should not be used in actual
routing.

A7: Answer: C
Explanation: Generated routes are conditional and only become active when one or more contributing routes
exist in the routing table.

A8: Answer: A
Explanation: VRFs are used for route segregation, commonly for supporting multiple customers with overlapping
IP spaces in service provider networks.

A9: Answer: C
Explanation: FBF uses filters to classify traffic by attributes (like source address) and then forwards it to a
designated routing instance.
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A10: Answer: B

Explanation: Route aggregation reduces routing table size and complexity by summarizing multiple prefixes into a
single, broader prefix.

Open Shortest Path First (OSPF) Practice Question

A1: Answer: C

Explanation: Virtual links are used to connect areas that do not have a direct physical connection to Area 0 (the
backbone).

A2: Answer: C
Explanation: OSPF uses the formula: Cost = Reference Bandwidth / Interface Bandwidth. The default reference
bandwidth is 100 Mbps.

A3: Answer: A
Explanation: The Designated Router (DR) on a broadcast or multi-access network generates Type 2 LSAs to
describe all routers on that segment.

A4: Answer: C
Explanation: The 2-Way state means routers have received each other’s Hello packets, indicating bidirectional
communication. LSDB synchronization starts only after forming an adjacency.

A5: Answer: B
Explanation: NSSAs allow external routes to be advertised as Type 7 LSAs. These are later translated into Type
5 LSAs by the ABR when redistributed into other areas.

A6: Answer: C
Explanation: The correct syntax to set the OSPF cost metric on an interface is: set protocols ospf area
0.0.0.0 interface <interface-name> metric <value>.

A7: Answer: B
Explanation: A Totally Stubby Area suppresses both external routes (Type 5 LSAs) and inter-area routes (Type 3
LSAs), and only receives a default route from the ABR.

A8: Answer: B
Explanation: On Ethernet interfaces, the default OSPF Hello interval is 10 seconds and the Dead interval is 40
seconds.

A9: Answer: A
Explanation: An ABR (Area Border Router) connects multiple areas and generates Type 3 (Summary) and Type 4
(ASBR Summary) LSAs.

A10: Answer: D
Explanation: Type 4 LSAs are generated by ABRs to describe the location of the ASBR. The ASBR itself
generates Type 5 LSAs, but ABRs propagate Type 4 LSAs to let other areas know where the ASBR resides.

Intermediate System to Intermediate System (IS-IS) Practice Question
A1: Answer: B
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Explanation: TLV 1 is used to advertise the area address of a router, which determines its membership in a
specific 1IS-IS area.

A2: Answer: A
Explanation: A NET (Network Entity Title) is the router's CLNS identifier in 1S-IS, including area ID, system ID,
and N-selector.

A3: Answer: D
Explanation: CSNPs summarize all known LSPs on a link, allowing routers to compare databases and request
missing information via PSNPs.

A4: Answer: A
Explanation: Narrow metrics in IS-IS range from 0 to 63. Wide metrics support much larger values.

A5: Answer: A
Explanation: A Level 1-2 router has separate LSDBs for Level 1 (intra-area) and Level 2 (inter-area) and
facilitates routing between them.

A6: Answer: D
Explanation: TLV 135 is used for IPv6 route advertisement in IS-IS. TLV 128 is used for IPv4.

A7: Answer: C
Explanation: PSNP (Partial Sequence Number PDU) is used to request missing or outdated LSPs.

A8: Answer: C
Explanation: I1S-IS is a Layer 2 protocol and uses CLNS addressing, independent of IP.

A9: Answer: D
Explanation: TLV 135 is used to advertise IPv6 routes in I1S-IS. Both IPv4 and IPv6 are handled within a single
IS-IS instance.

A10: Answer: D
Explanation: This enables wide metrics (up to 16,777,215) in Level 1, allowing for more granular and scalable
metric configuration.

Border Gateway Protocol (BGP) Practice Question

A1: Answer: B

Explanation: The ORIGIN attribute tells how the route was learned—via IGP, EGP, or is Incomplete (e.g.,
redistribution). It influences path selection.

A2: Answer: C
Explanation: COMMUNITY is an optional transitive attribute used to tag routes and apply routing policies. Tags
like no-export and no-advertise fall under this.

A3: Answer: D
Explanation: The Open message is always the first message sent during the BGP session establishment phase.
It negotiates parameters like BGP version and AS number.
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A4: Answer: B

Explanation: eBGP sessions in Junos have a default TTL of 1, which means the peers must be directly
connected unless TTL is manually increased.

A5: Answer: C
Explanation: The no-export community ensures that a route will not be advertised outside the local AS, even to
eBGP peers.

A6: Answer: B
Explanation: Weight is the first attribute evaluated in the BGP best path selection process. It is Cisco-specific,
local to the router, and higher values are preferred.

A7: Answer: A
Explanation: iBGP peers within the same AS must either form a full mesh or use route reflectors to propagate
routes, due to the iBGP split-horizon rule.

A8: Answer: B
Explanation: The Update message is used in BGP to advertise new routes, withdraw previously advertised ones,
and provide path attributes such as AS_PATH and NEXT_HOP.

A9: Answer: B
Explanation: Route reflectors allow iBGP to scale by reducing the number of sessions required in a full-mesh
topology. They reflect routes between iBGP clients.

A10: Answer: A
Explanation: AS_PATH lists the sequence of AS numbers a route has passed through. A router discards any
route that already contains its own AS number to avoid loops.

Layer 2 Bridging or VLANs Practice Question

A1: Answer: B

Explanation: Switches use the MAC address table to map MAC addresses to specific interfaces, allowing them to
forward frames correctly within a VLAN.

A2: Answer: B
Explanation: In Junos OS, interface-mode trunk is used to configure a port to carry tagged traffic from
multiple VLANS.

A3: Answer: D
Explanation: show ethernet-switching table displays the MAC address forwarding table, showing which
MAC addresses are associated with which ports.

A4: Answer: A
Explanation: Native VLAN is used to carry untagged traffic over a trunk link. It must be explicitly configured to
prevent VLAN mismatch and security issues.
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A5: Answer: D

Explanation: IEEE 802.1Q is the standard for VLAN tagging, allowing multiple VLANSs to be identified on a single
trunk link using a 4-byte tag.

A6: Answer: C
Explanation: PVLANs allow devices in the same primary VLAN to be isolated using secondary VLANSs like
isolated or community VLANS.

A7: Answer: A
Explanation: This command sets the interface to access mode, which is appropriate for assigning it to a single
VLAN such as VLAN 10.

A8: Answer: B
Explanation: To prevent unauthorized access or VLAN hopping attacks, best practice is to disable unused ports
or place them in a dummy VLAN.

A9: Answer: C
Explanation: Q-in-Q allows the service provider to add an outer tag (S-VLAN) to encapsulate the customer's
VLAN tag (C-VLAN), enabling isolation and scalability.

A10: Answer: A
Explanation: Access ports are assigned to a single VLAN and handle untagged traffic. They are typically used for
connecting end devices like PCs.

Spanning-Tree Protocols Practice Question

A1: Answer: C

Explanation: Loop Guard prevents forwarding loops by placing a port in a blocking state if it stops receiving
expected BPDUs, typically due to unidirectional failures.

A2: Answer: D
Explanation: The edge keyword in RSTP enables PortFast functionality, allowing a port to skip listening/learning
and move immediately to forwarding.

A3: Answer: A
Explanation: In Junos OS, set protocols rstp bpdu-guard enables BPDU Guard to protect edge ports
against receiving BPDUs from unauthorized switches.

A4: Answer: B
Explanation: A Designated Port is responsible for forwarding traffic on a given LAN segment. Each segment has
only one Designated Port to prevent loops.

A5: Answer: A
Explanation: By default, the Bridge Priority in STP is 32768. A lower value is preferred during Root Bridge
election.

A6: Answer: A
Explanation: MSTP (Multiple Spanning Tree Protocol) allows grouping VLANs under a single spanning-tree
instance, which improves scalability in large networks.
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A7: Answer: D

Explanation: In RSTP, the Alternate Port serves as a backup to the Root Port and can immediately transition to
forwarding if the primary link fails.

A8: Answer: A
Explanation: The BPDU contains the Root Bridge ID, which is used by all switches to determine the current Root
Bridge in the network.

A9: Answer: C
Explanation: STP recalculates its topology when a link goes down or a new bridge joins the network, ensuring
loop-free paths are maintained.

A10: Answer: B
Explanation: The default Hello Timer in STP is 2 seconds. BPDUs are sent at this interval by the Root Bridge to
maintain the topology.

Multiprotocol Label Switching (MPLS) Practice Question

A1: Answer: C

Explanation: MPLS labels enable routers (LSRs) to forward packets based on labels rather than performing IP
route lookups, enhancing speed and efficiency.

A2: Answer: B
Explanation: LDP (Label Distribution Protocol) dynamically distributes labels for MPLS based on existing IGP
routes, creating LSPs automatically.

A3: Answer: C
Explanation: RSVP-TE allows for traffic engineering by reserving bandwidth and specifying explicit LSP paths,
unlike LDP which follows IGP.

A4: Answer: A
Explanation: Virtual Routing and Forwarding (VRF) creates logically separate routing tables for each customer in
an MPLS Layer 3 VPN.

AS5: Answer: B
Explanation: The show mpls lsp command displays all active Label Switched Paths, including their status and
endpoints.

A6: Answer: B
Explanation: The Ingress LSR is the first router in the MPLS path and is responsible for pushing the initial label
onto the packet.

A7: Answer: C
Explanation: Virtual Private LAN Service (VPLS) is a Layer 2 VPN solution that allows Ethernet-based
connectivity across an MPLS backbone.

A8: Answer: A
Explanation: LDP typically uses the loopback interface as its transport address to ensure session stability and
avoid physical link dependencies.
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A9: Answer: A

Explanation: show mpls label-table provides information on assigned and received labels used for MPLS
forwarding.

A10: Answer: D
Explanation: Segment Routing encodes the forwarding path into the packet, reducing the complexity and
overhead of traditional MPLS signaling protocols.

IPv6 Practice Question

A1: Answer: D

Explanation: Link-local addresses (FE80::/10) are automatically assigned to each interface and are used for
communication between nodes on the same link.

A2: Answer: C
Explanation: DAD uses Neighbor Solicitation messages to check that a newly assigned |IPv6 address is not
already in use on the local link.

A3: Answer: A
Explanation: The correct compressed form is 2001 :db8: : 1, where the longest sequence of zero groups is
replaced with : : (only once).

A4: Answer: C
Explanation: In dual-stack mode, the host uses the protocol that is supported by the destination (IPv6 is preferred
if both are available).

A5: Answer: C
Explanation: NDP replaces ARP in IPv6 and performs address resolution, router discovery, and duplicate
address detection.

A6: Answer: B
Explanation: FC0O0::/7 is the address block reserved for Unique Local Addresses (ULA), similar to private IPv4
ranges.

A7: Answer: D
Explanation: Teredo is a tunneling protocol developed to allow IPv6 communication for hosts behind NAT
devices.

A8: Answer: B
Explanation: show ipv6 neighbors shows the IPv6 equivalent of the ARP table, listing the link-layer
addresses of neighboring IPv6 hosts.

A9: Answer: C
Explanation: The 2002 : : /16 prefix is reserved for 6to4 tunneling, where an IPv6 address is derived from a
host's IPv4 address.
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A10: Answer: C

Explanation: In Junos OS, enabling both family inet (IPv4)and family inet6 (IPv6) on the same interface
supports dual-stack operation.

Tunnels Practice Question

A1: Answer: B

Explanation: GRE supports encapsulation of multicast and multiprotocol traffic, while IPsec by itself does not
support multicast unless combined with GRE.

A2: Answer: C
Explanation: Internet Key Exchange (IKE) negotiates and manages security associations used by IPsec. ESP
and AH are used for encapsulation and authentication.

A3: Answer: A
Explanation: 6to4 tunnels use the prefix 2002 : : /16, embedding the IPv4 address in the IPv6 address to route
IPv6 over IPv4 networks.

A4: Answer: C
Explanation: Virtual Tunnel Interfaces (VTI) simplify IPsec configuration and allow dynamic routing protocols like
OSPF to run over secure tunnels.

A5: Answer: C
Explanation: Tunnel encapsulation adds header overhead, and if not accounted for, can lead to fragmentation.
Setting MTU properly prevents this issue.

AG: Answer: D
Explanation: Although show interfaces terse is useful, show ospf neighbor will confirm tunnel
adjacency, especially in OSPF-over-GRE deployments.

A7: Answer: A
Explanation: GRE supports multicast traffic, and when combined with IPsec ESP, it provides encryption while
maintaining GRE’s multicast capability.

A8: Answer: D
Explanation: DMVPN removes the need for permanent tunnels by dynamically creating them, and in some
implementations, simplifies routing needs via NHRP.

A9: Answer: B
Explanation: Access control lists (ACLs) can be applied using firewall filters to restrict traffic destined for the
tunnel endpoint.

A10: Answer: B
Explanation: In Junos, the st0 interface is a logical interface used to route encrypted IPsec traffic and bind VPN
configurations.
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High Availability Practice Question

A1: Answer: C

Explanation: Graceful Restart allows traffic to keep flowing during control plane restarts, minimizing disruptions.

A2: Answer: C
Explanation: When the Master fails, the highest-priority backup becomes the new Master.

A3: Answer: A
Explanation: BFD is used to detect failures in the data path quickly, regardless of the protocol used.

A4: Answer: A
Explanation: NSR keeps routing protocol state synchronized between routing engines internally.

A5: Answer: A
Explanation: MC-LAG provides redundancy by allowing multiple devices to act as one logical LAG endpoint.

A6: Answer: A
Explanation: This command assigns the shared virtual IP used for VRRP failover.

A7: Answer: B
Explanation: ISSU allows software upgrades to occur with no packet loss by using dual routing engines.

A8: Answer: C
Explanation: Redundant Ethernet (reth) interfaces ensure failover and high availability in chassis clusters.

A9: Answer: B
Explanation: The preempt setting allows a recovered router with a higher priority to take back Master role.

A10: Answer: D
Explanation: BFD detects faults in forwarding paths within milliseconds and works alongside routing protocols.
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